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Constructing an efficient prime ; number detector
BY IVARS PETERSON

’rlme numbers lie at the core of some of the
oldestand most perp]exlng questions in math-

~and{,theyarethe building blocks of integers.
@  In recent decades, prirmne nurmbers have
emerged from their starring roles in mathematical
 research (SN: §/25/02, p. 324) by becoming prized

commodities—as elementsina cry‘pmg‘:a.plﬁc schieme widely used
to keep digital messages secret (SN 2/6/99, p. 95).

Although there are infinitely many primes, they are also rela- '

tively scarce and rather haphazardly scattered among the integers,
Indeed, of the first 25 billion whole numbers, oniy 1, ,091,987,405—
or about 4 percent-are primes, and the proportion of pnrnes
decreases as the numbers get bigger. :

The absence of any readily discernible pattem
in their distribution makes 1denhfymg priines
atricky proposition. Is 687,532,127 aprime? 4
There’s no way 1o tell mmplyby moklng p
Clearly, the numberisn't evenly divisi-
ble by twao, nor by any other even ntim- -
ber. Is it divisible by 3? £? 77 By
26,208? In fact, 687,532,127 hasno
divisors other than one and itself, so
it's'a prime. :

Thisprocess of elimination by trial
© division is theidea behind the prime- -
detecting sieve of Eratosthenes,
named for a Gréek mathematician
- wholivedin the third century 5.c. The -
sieve of Eratosthenes represents a sys-
tematic way of checking whether a num-- -
ber is a prime by dividing into the given - %
- number all smaller primes, ‘starting with two _'
and going up to the square root of the targetnum-
" ber. fnoneofthe mtegers divides evenlyintothe gwen
nuunber, the target is a prime. In the case of huge numbers, how-
ever, trial division is both tedious and time-consuming.

Even so, the need to undertake such primal analysis has mush-

" roomed because of the increasing importance of eryptography.
- One widely used cryptographic scheme is based on the notion
that, whereas it’s relatively easy to multiply together large primes,
its considerably more difficult to factor the resulting number and
refrigve the original primes. Yet that operation is just the one
required for decoding the encrypted messages. This scheme
requires a ready-to-use supply of large primes, so it hias encour-
aged mathematicians and computer scientists to seek increasingly
efficient ways of identifying prime numbers.
Now, a team from the Indian Institute of Technology (ITT} in

Kanpur, Indja, has devised a novel approach for detecting primes.

The new technique solves a long-stznding problem in number

ematics. Evenly divisible only by themselves

: theory and computer smenﬁe providing a long-sought improve-

ment in the theoretical eﬂimency of prime-detecting algorithms.

“Ttis a lovely result and gives the field of algorithmic number -

theory shot in the arm,” says number theorist Carl Pomerance of

-Bell Laboratones in Murray Hill, N.J. “T was surprised, especially
“with the simplicity of the method. My hat is off to them.”

. The IIT team of Manindra Agrawal, Neeraj Kayal, and Nitin

.Saxena announced its findings in August. Mathematicians quickly
- confirmed the validity of the results, and some reseatchers have

already made improvements, offering hope that this novel
approach eventually may be turned into 2 practical, speedy
me‘thod for: ﬁnchng primes.

' TiM_E TRIALS With computers now doing all the heavy lifting

intesting for primes, much recent research has focused on the effi-

clency of ¢ompeting sets of instructions, or algorithms. This effi-

c1ency is typically measured in terms of how the
demand on computer resources, such as time or
' memory, goes up as the size of the number to
be tested increases.

The efficiency of the venerable sieve of
Eratosthenes, for example, is related 1o
the number of trial divisions required
" 1o iest a given integer for primality,
The trouble is that the number of

trial divisions grows exponentially

with the number of digits in the tar-
getinteger. So, although it's a prac-
tical way to test integers smaller
than 10 billion, which have nine dig-
its, it fails miserably for integers of
25 digits or more.
_ Today's heavily usaa compuiear
F - based procedures for detecting primes
rely instead on a mathematical shorteut
disgovered in the 17th century by
jurist and mathematician Pierre de

Fermat. His so-called little theorem

expresses a remarkable relationship

gives aresult with the same remain-
der. For example, if p = 7 (a prime}
and g = 9, dividing 97 by 7 gives a
remainder of 2, as does dividing 9 by
7. Any integer p that fails this test isn't a prime; it's a compos-
ite number with factars other than 1 and itself, However, afew
composite numbers also pass the test, so further steps are
needed to weed them out to ensure that the target truI} isa
prime (SN: 3/6/82, p. 158).

For pracfical purposes, it isn’t usually necessary to check specif-
ically for these fake primes. The idea behind toda.ys most eff-

involving primes: If an integer pis
a prime number, then for all inte-.
-gers a, dividingboth ep and a by p

A EF LEATHERL AMD/MONASH UNRY,



* gize or, more likely, a straightfor-

" power of number size, the time.-

A3.F LEATHERUANDMONASH LNV,

‘method that not only always

' cient Fermat-based algorithms isto test the integer in question

using a randomly chosen value for a. If the integer passes the Fer-
mat test, there’s only a small probability that it's actnally nota
prime. I the target integer is tested again with another razdomly
chosen value of 2 and still passes, the probability is even smaller
that it’s not a prime. The more times it passes, the more likely it
is to be an authentic prime. By repeating the test enough times,
it’s possible to reduce the probability of error to nearly zero.
Thats good encugh for the sorts
of primes needed for a prime-
based cryptographic system.

ELUSIVE EFFICIENCY What
had eluded researchers until now,
however, was a prime-detecting

yields a correct answer but .also
meets another impertant crite-
rion; efficiency of calenlation.
Instead of an algorithm requir-
ing an amount of computer tirne
that grows exponentially with the
target number’s size, computer
Iscient'ists wanted one that grows.
more slowly, say, at a rate that's
only proportional to the number

ward power of the number size.
For example, suppose that the
number of digits in a target inte-
ger is N and the numiber of dig-
its is doubled to 2N, With extpo-
nential growth, the time required
to test the number would
increase from 5 to H2¥, where b -
is some constant related to the
prime-testing algorithm. If,
instead, the rate grows as a

would increase at & more sedate
pace from Neto (2N)¢, where the *
exponent ¢ is & constant. In the
latter case, researchers describe
the algorithm as taking no more
than polynomial time. A polyno-
mial is an algebraic expression
containing powers of one or
more variables.

To find a prime-detecting
algorithm that could do the job
in polynomial time; researchers
had explored a variety of
approaches--some based on
highly sophisticated mathemat-
ies—but with limited success. In
1099, Agrawal decided to try a
relatively simple approach that
he noticed had been gverlooked
by others. He enlisted the aid of
Kayal and Saxena, who were undérgraduate students at the
time. Early computer simulations were encouraging, but anly
this past summer did the team finally work out the complete
method and the mathematical proof establishing its theoreti-
cal efficiency. '

1n effect, the ITT team found a new, generalized version of Fer-
mats little theorem—one in which the integers a? and a are
replaced by polynomial expressions: (- a)P and (22 - . Using
this foundation, they formulated an algorithm that they could

WWW. SCIEMCENEWS . CRG

. Primality-testing methods had been getting quicker, but the
_algorithms had been getting more complex, says Chris K. Cald~

prove had a polynormial running time proportional to N12.

well of the University of Tennessee at Martin. “In contrast, [the
Agrawal-Kayal-Saxens algorithm] has a shocking simplicity. It's
an algorithm that most any programmer can follow;” e says. -

Achieving a theoretical break-
through is one thing. Putting it
‘into practice for everyday use is
another matter entirely. With a
running time proportional to the
ath power of the number of dig-
ts, the new algorithm is still
ainfully slow for relatively small
umbers. As it turns out, Cald-
ell says, “it is far slower than
trial division in practice.”

‘However, “one has to be
ztremely careful when pro-
nouncing something practical or
not” warns Richard E. Crandall
of the Center for Advanced Com-
putation at Reed College in Port- -
and, Ore.

Indeed, experts who have care-
fully studied the Agrawal-Kayal-
Saxena, algorithm have already
made improvements. One such
wariant was developed by Hen-.
'drik W. Lenstra of the University
of California, Berkeley. Crandall
recently demonstrated that a
computer programmed with this
ariant could crack a 30-digit
rime in about a day instead of
“the several vears required for the
soriginal IIT algorithm. .

% That’s a significant improve-
ment in performance but still far
om the speed required to iden-
fy, say, 1,000-dight primes.

There's hope, however. A cTu-
ciel step in Lenstra’s variant algo-
ithmy can be readily divided up
mong & large number of com-
uters. A project in which volun-
teers computers around the world
hared in the calewlations could
asily handle a.1,000-decimal-
digit potential prime in about a
ear, Crandall estimates, The
SETT@home project, in which
more than a million computers
worldwide have participated in
sifting through radio-telescope
signals for signs of extraterrestrial
Tife, is one well-known example of

B quch an effort (SV: 3/4/00,p. 152
Additional improvements in the Agrawal-Kayal-Saxena prime-
detecting algorithm may be ahead. “Give number theorists a year
with this aigorithm, and it should be much clearer what its future
is,” Caldwell says.

Whataver happens on the practical front, the IIT work stands
as 2 major theoretical advance. Moreover, because the team
solved the problem in such an elegant, unexpected manner, maih-
ematicians are now wondering what else they may have over-
locked in other mathematical ventures. R :

PRACTICAL CONCERNS
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5 Jumping Champions

vy
e l3n Stewart leaps overthe gaps between prime numbers
4 athematics is full of sur- ber is therefore the jumping champion. 379, where 2 is ied with 6, Above x = 389 ¢
S prises, Who would have Sometimes several gaps are equally the jumping champion is mostly 6, occa- F
imagined, for instance, that common. For instance, when x = 5 the  sionally tied with 2 or 4, ot both. But 5
(e something as straightfor-  gaps arc 1 and 2, and each occurs once. when x ranges from 491 to 541, the £
ward as the natural numbers (1,2,3,4,...) Forhigher x, the sole jumping champion jumping champion reverts to 4. From x =
@ coud give birth to anything so baffling s 2 until we reach ¥ = 101, when 2 and 4 947 onward the sole jurnping champion
as the prime numbers (2, 3, 3, 7, 11, ...)?  are tied for the honor [see ilfustration be-  is 6, and a computer search shows that
m The pattern of natural numbers is obvi-  fow]. After that, the jumping champion is  this continues up to at least x = 1012,
ous: no matter which one you pick, it’s  either 2 or 4, or both, until x = 179, when It seems reasonable to conclude that
easy to determine what the next one is. 2, 4 and 6 are involved in a three-way tie.  apart from some initial competition from
vt You can’t say that for the primes. And yet At that point the challenge from4and 6 1, 2 and 4, the only long-term jumping
s it's a simple step from natural numbers  dies away, and 2 reigns supreme until x=  champion is 6. But even a pattern that
1o primes. Just take the natural numbers
& thathave no proper divisors.' . /\/E A _/_,,@_\\ /‘_‘ﬂ-_@:]_.mh___xh /_/,,@Lx_\_ ’_,,H@),xx\
e We know a lot about the primes, lﬂCi.l:Id- . 3 \3/ 4 \’5 6 ¥ 8 o 10 W 12 3% 1 1%
ing some powerful formulas that provide o - -
4wt Zo0d approximations when exact answers T PN | ﬁ)—“a,ﬂ - /m.~~—~——'\i.- ------ —— 2_%_\ :
aren’t forthcoming. The Prime Number 16 17 %8 10 20 21 22 -;3 ay 25 26 27 28 26 30 4
8 ‘Theorem states that the number of primes . — N #
aes less than x is approximately x/log x, AN (O T . /—’\f’,}'-\\///" A~
£+ where log denotes the natural logarithm, 31 32 33 34 3% 36 37 38 39 40 52 42 43 44 45
Sa, for instance, we know that there are ' B AN 73
& roughly 4.3 x 107 primes with less than e T T T ~ T TN
o 100 digits—but the exact number is a to- 46 47 48 49 K0 51 52 53 54 55 56 57 5B 5o 6o
" ral{{fc};:lig Andrew Odlyzko of AT&T T e e e - ‘{f’\'}\u/ —T p
™ Labs, Michael Rubinstein of the Universi: @ % 63 64 65 66 & 68 69 70 7w 72 73 M 75
£4  ty of Texas and Marek Wolf of the Univer-  ~(8)———____ /,—-ﬂ—‘\i\)—ﬁ-. e /fﬂ,d___---—{_?/')——h___ﬁ_h_ —
- sity Qf Wroclaw in Poland tumed their 'at— 76 77 78 ‘“‘}5 Bo B8t B2 &5 84 85 86 87 88 39 g0
tention to the gaps between successive i .
-& primes. In an article in Experimental Math- i __,__-—@—‘—_H__ﬁ — -“"_"_{\,4}“_'_""'—-&“\‘ //"'\f)'x.\ T
ematics (Vol. 8, No, 2, 1999), they ad- 91 92 Y3 95 95 96 o7 o8 99 100 13:1 102 163 10K
dressed the following problem: What =
number is the most common gap be- T T ”\-/“\

tween successive primes less than x? This
question was posed in the late 1970s by
Harry Nelson of Lawrence Livermote Na-
tional Laboratory. Later on, Johnt Horton
Conway of Princeton University coined
the phrase “jumping champions” to de-
scribe these numbers.

13, 17, 19, 23, 29, 31, 37, 41, 43 and 47.
"The sequence of gaps—the differences be-
tween each prime and the next—is 1, 2,
2,4,2,4,2,4,6,2,6,4,2and 4. The
number 1 appears only once because all
primes except for 2 are odd. The rest of
the gaps are even numbcers. In this se-
guence, 2 occuts six times, 4 occurs five
times, and 6 occurs twice. So when x = 50,
the most commaon gap is 2, and this num-

The primes up to 50 are 2, 3, 5, 7, 11, -+

e PO SRS
425 422 423 424 425 426 427 428 429 430 43% 432 433 434 435
g 6 e __—Qh__h_ I :f‘:;\-“‘—'““—-—m__.h_‘ e
436 437 438 :.19 440 481 442 -;:43 444 445 446 447 448 ?é'ié/--...
e S G —
952 953 954 955 956 957 958 959 960 961 962 961 9h4 965
Py A e R ) B

‘H.__/""

966 96? 968 969 970 oy 972 9Y3 O7% 975 9?6 977 978 979 980

—_—

e

_,__.fs —

— ~ e ——

98: 982 ‘333 984 983 986 9By 98B 5Bg 990 0‘21 992 993 994...

MOST COMMON GAPS between successive prime numbers are 2, 4 and 6 for the seqguences run-
ning up to 1,000. But no one knows the jumping champions for very long sequences of primes.
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Size of Gap (2d)

LOGARITHMIC PLOT shows how the number of gaps between successive primes less than x
varies with the size of the gap (20). The plot suggests that 210 may be a jumping champion.

persists up to numbers in the trillions
may well change as the numbers get still
bigger. And that's where the surprise
comes in. Odlyzko and his colleagues pro-
vide a persuasive argument that sorme-
where near x = 1.7427 » 10% the jump-
ing champion changes from 6 to 30.
They also suggest that it changes again,
to 210, near x = 10425

Except for 4, the conjectured jumping
champicns fit into an elegant pattern,
which becomes obvious if we factor
them into primes:

2=2

6=2x%x3
30=2x3%x5
2I0=2x3x5x%x7

Lach number is obtained by multiply-
Ing successive primes together. These
numbers are called primorials—Ilike fac-
torials, but using primes—and the next
few are 2,310, 30,030 and 510,510. In
their article, Odiyzko and his co-authors
propose the jurnping Champlons Con-
jecture: the jumping champions are pre-
cisely the primorials, together with 4.

Here's a brief explanation of their analy-
sis. Anyone who looks at the sequence of
primes notices that every so often two
consecutive odd numbers are prime: 5
and 7, 11 and 13, 17 and 19. The Twin
Prime Conjecture states that there are in-
finitely many such pairs, Tt is based on
the idea that primes occur “at random”
among the odd numbers, with a proba-
bility based on the Prime Number Theo-
rem. Of course, this sounds like non-
sense—a niumber s either prime or not;
there isn't any probability involved—but
it is reasonable nonsense for this kind of
problem. According to a calculation of

probabilities, there is no chance that the
list of twin primes is finite,

What about three consecutive odd
numbers being prime? There is only one
example: 3, 5, 7. Given any three consec-
utive odd numbers, one must be a multi-
ple of 3, and that number is therefore not
prime unless it happens to equal 3. Yet
the patterns p, p+ 2, p+6and g, p+ 4, p+
6 cannot be ruled out by such argu-
ments, and they seem to be quite com-
mon. For example, the first type of pat-
tern occurs for 11, 13, 17 and again for
41, 43, 47, The second type of pattern oc-
curs for 7, 11,13 and again for 37, 41, 43.

About 80 years ago English matherati-

cians Godfrey Harold Hardy and John

Edensor Littlewood analyzed patterns of
this kind inveolving larger numbers of
primes. Using the same kind of proba-
bilistic calculation that I described for the
twin primes, they deduced a precise for-
mula for the number of sequences of
primes with a given pattern of gaps, The
formula Is complicated, so I won't show it
here; see the article in Experimental Malhz-
rratics and the references therein.

From the Hardy-Littlewood work, Od-

i
i
. e, lyzko and his colleagues extracted a for-
1 10 Py BUMP AT 2d = 230 mula for N (x, 4}, which is the number of
o Ay . gy . .
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i . : .
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ey ; ) g
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2 by e My M g T My MM ey M, T T from 220 to 2% (in this graph, log de-
v, "\AL_ ""\‘_I M, \'\’\‘\n VY 3 ‘i U‘q"h\."” iy, \-“"'\m e L, ) . )
Tx=a® ™, i e L, N ™ AR Mg gy, notes a base 10 logarithm). Each plot line
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100 200 300 400 500 bumps. A particularly prominent bump

occurs at 2d = 210, the conjectured jumnp-
ing champion for very large x. (It would

Jock even more prominent if the loga-

rithmic graphing didn‘t flatten it out.)
This kind of information suggests that
the N {x, 4} formula is not too wide off
the mark.

Now, if 2d is going to be a jumping
champion, the value of N {x, 4} has to be
pretty big. The best way to achieve this is
if 2d has many distinct prime factors,
Also, 2d should be as small as possibie
subject to this condition, so the most plau-
sible choices for 24 are the primorials, The
known jumping champion 4 is presum-
ably an exception. It occurs at a size where
the N (x, d) formula isn't a good approxi-
mation anyway. The formula also lets us
work out roughly when a given primorial
takes over from the previous one as the
new jumping champion.

What's left for recreational mathemati-
cians to do? Prove the Jumping Champi-
ons Conjecture, of course~-or disprove it.
If you can't do either, try searching for
other interesting properties of the gaps
between primes. For example, what is the
least commeoen gap (that actually occurs)
between consecutive primes less than x?
And which gap oceurs closest to the aver-
age number of times? As far as [ know,
these questions are wide open, even for
relatively small values of x. m

READER_FEEDBACK

the Surprise Test paradox rests on an inconsistent interpretation of the word
“surprise” and tsn't really a paradox at all.

Several readers drew my attention to an article entitled "Surprise Maximization”
in American Mathematical Monthly (Vol. 107, No. 6, June—}uly 2000). The authors
define a measure of surprise and ask what strategy the teacher should follow to
maximize the students’ surprise. They conclude that in choosing the day of the
week {or the test, the teacher should use a probability distribution that remains
roughly canstant through the early part of the week but increases rapidly in the
last few days. Under this strategy, Friday would be chosen most often,

E n a recent column on logical paradoxes ["Paradox Lost," June], | argued that
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